
 

 
 

The Process for the Cybersecurity Maturity Model (CMMC) Program  
 

By Jorge González-García 
 

TUCSON, Ariz. – If your company does business with the U.S. Department of Defense (DoD), you may have heard about 
the new CMMC program the agency announced in November of 2020.  
 
Information security experts Rhia Dancel and Tony Giles with NSF International Strategic Registrations (NSF-ISR) in Ann 
Arbor, Michigan, certainly hope so. They would also encourage you to understand the CMMC requirements and take the 
necessary steps to achieve certification for your organization. And they would advise sooner rather than later.  
 
Dancel is a lead 27001 auditor, CMMC registered practitioner and information security technical manager with NSF-ISR. 
Her experience includes building a risk-based platform that supports industry best practices for reducing risk and working 
with experts and academic leaders to promote information security awareness.  
 
Giles is an information security business lead, lead auditor and CMMC provisional assessor with NSF-ISR. He is one of the 
first in a group of 72 in the country selected for provisional assessor training and certification by the Cybersecurity Maturity 
Model Certification Accreditation Board (CMMC-AB).  
 
NSF-ISR is a global leader in management systems registrations in aerospace and automotive and ISO certifications in 
health, safety, information security, technology and second-party audit programs. Dancel and Giles assist DoD suppliers 
with the assessments and audits that are now required for certification under the new CMMC program.  
 
Cybersecurity Maturity Model Certification is the program that mandates cybersecurity requirements for companies that 
are part of the Defense Industrial Base (DIB), which includes more than 350,000 firms. “CMMC is a unified standard that 
takes into account all the various information security standards and best practices,” Dancel says. “The goal is to protect 
federal contract information (FCI) and controlled unclassified information (CUI).” 
 



“It’s the first ever mandated information security standard,” Giles says. “One the Defense Industrial Base (DIB) and the 
Department of Defense are extremely interested in. And they want to see organizations meet those requirements.” DoD 
considers the CMMC program a vital part of the government’s response to the rising tide of cybersecurity threats.  
 
All DoD suppliers will have to be audited and certified by a Certified Third-Party Assessment Organization (C3PAO) in order 
to continue doing business with DoD under the mandated CMMC requirements. NSF-ISR was recently named one of the 
first Certified Third-Party Assessment Organizations (C3PAO) in the nation to participate in the CMMC program. 
 
“CMMC is a unified standard that takes into account of all the various information security standards and best practices 
that need to be implemented within the Defense Industrial Base supply chain,” Dancel says. “It's a five-year, phased rollout 
with new DoD contracts. CMMC requirements will appear in all contracts starting in fiscal year 2026, meaning  
all DoD contractors will need to comply to bid on the work.” 
 
Giles suggests that DoD companies start the CMMC process with a basic question: Does my organization have controlled 
unclassified information (CUI)? This refers to information created or owned by the government that needs to be 
safeguarded and released only under proper, legal and regulated controls. Parts for a new defense aircraft or specifications 
for military uniforms would be considered examples of CUI.  
 
This is the ten-step process that Dancel and Giles recommend that DoD contractors follow to achieve CMMC certification 
for their firms.  
 
Step One. Develop a system security plan, conduct a self-assessment to NIST 800-171 standards, create a plan of actions 
and milestones with target dates to achieve a maximum score of 110 and then submit the score into the SPRS platform. 
SPRS stands for Supplier Performance Risk System. 
 
Step Two. Identify your scope. It could be enterprise, organization unit or program enclave. This is a way of identifying 
how large a role a specific office, department or division has within the overall business.  
 
Step Three. Identify the desired maturity level. Note that the CMMC-AB has only released levels 1-3 so far. The CMMC-AB 
is the accreditation body authorized by DoD to oversee all CMMC assessments and training.  
 
Step Four. Note: This is an optional step, but it’s recommended. Schedule a preliminary assessment with an accredited, third-
party assessment organization like NSF-ISR (C3PAO candidate) to identify gaps within your information security process.  
 
Step Five. Using the analysis provided by the assessment organization, implement the recommendations made and fix any 
information security gaps that were identified.  
 
Step Six. With those information security gaps identified and corrected, reach out to an accredited, independent third-
party assessment organization (C3PAO) like NSF-ISR to schedule the formal assessment. 
 
Step Seven. After selecting an accredited, third-party assessment organization and scheduling an assessment, move 
forward and have the assessment conducted in order to identify any information security gaps that may still needed to 
corrected.  
 
Step Eight. Phase One. When a DoD contractor selects NSF-ISR as their C3PAO, what follows is a four-phase process. Phase 
one is pre-assessment planning and includes gathering initial scope information, completing artifact intake, identifying 
assessment team members, developing a rough order of magnitude (ROM) and assessment plan, completing and 
approving the assessment plan and doing a readiness review with NSF-ISR.  
 
Step Eight. Phase Two. In this second phase, NSF-ISR (C3PAO) conducts the assessment. This starts with an opening 
meeting between the two company and third-party assessor. What follows is an analysis and review of objective evidence, 
the preliminary findings and then a final report with findings and recommendations. 
 



 

 
 
 
Step Eight. Phase Three. This phase convers post-assessment reporting. Results gathered by the assessment team are 
submitted to NSF-ISR, which performs a quality assurance review and forwards a recommendation to OSC Sponsor and 
CMMC-AB. A CMMC-AB QA review follows and then the CMMC-AB issues or denies CMMC level recommendation.  
 
Step Eight. Phase Four. This phase deals with remediation steps that may be required if the assessment shows that 
company standards fall a few practices short of the target performance level needed. There is a ninety-day remediation 
period available to address any shortfalls in performance.  
 
Note: This option applies only if the practices not in compliance amount to just a few. NSF-ISR then forwards the 
remediation request to CMMC-AB for approval. CMMC-AB approves or denies the request. If approved, the 90-day clock 
for remediation starts. All costs related to remediation are the responsibility of the company. 
 
Step Nine. CMMC-AB reviews the assessment submitted by the third-party assessor (C3PAO) and makes a final decision 
on certification for the company.  
 
Step Ten. Once CMMC-AB decides to approve an assessment submitted, the accreditation body notifies both the firm and 
the third-party assessor and the company is awarded a three-year certification.  
 
The CMMC model specifies five levels of information security practices in addition to what’s required under NIST SP 800-
171. Level one deals with basic cyber protocols and focuses on the protection of federal contract information (FCI). Level 
two is a transitional step in cybersecurity maturity progression to safeguard controlled unclassified information (CUI).  
 
Level three focuses on protection of CUI and includes the security requirements specified in NIST SP 800-171, plus 
additional practices from related standards. Level four outlines the proactive activities an organization can take to protect, 
detect and respond to threats. Level five deals with protection of CUI in response to what are referred to as advanced 
persistent threats (APTs).  
 
All firms that do business with the DoD will need to meet level one CMMC requirements at the very least. The specific 
level of certification needed will be spelled out in the DoD Request for Proposal (RFP) the firm receives. A company does 
not have to be CMMC certified at the time an RFP is announced, but it will when the contract is awarded.  



Dancel and Giles advise firms to not wait on certification, because doing so could result in losing a contract if the 
certification process happens to take longer than expected. Once a company is certified the level of certification is 
available to DoD, but the cybersecurity audit results remain confidential.  
 
They also advise firms that have been certified to not publish their level of certification. Instead they recommend keeping 
it confidential in order to keep themselves protected against any cybersecurity threats from hackers looking to exploit a 
perceived vulnerability.  
 
Dancel and Giles acknowledge that participating in the CMMC process requires time, effort and resources. On the other 
hand, there is powerful motivation to participate because any DoD supplier not in compliance with CMMC requirements 
by the end of 2005 will not be able to do business with the department. For many smaller firms, the resulting loss of 
revenue could mean the difference between staying in busines or having to close their doors.  
 
Companies participating in the CMMC certification process pay for the cost of their audits, but there are ways for a small 
business to offset the cost of the required CMMC audit. One example is the grant program offered by the University of 
Michigan’s Economic Growth Institute to help firms offset the cost of an audit.  
 
Companies are also allowed to include the cost of an audit as a project expense in budgets for proposals they submit to 
DoD. This is part of the concerted effort DoD has made to ensure that participating in the CMMC process is affordable for 
the many small businesses that form a large part of the department’s vast supply chain.  
 
Dancel and Giles believe the best approach for companies is to be well-informed and get an early start on the CMMC 
certification process well in advance of the program deadline. They point to a competitive advantage these firms will have 
over their competitors when responding to DoD requests for information (RFIs) and requests for proposals (RFPs).  
 
Probably all the motivation smart firms need when it comes to being proactive and doing the advance work needed to 
land one of those prized DoD contracts. 
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